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OBJECTIVE

In this course, delegate can learn the
requirements and framework of information
security management system.

The best practices on risk management, asset
management, and human resource security,
incident and problem management will be
elaborated as well.

In additional, hands-on workshop will be arranged

to allow the participants to practice the information
security.

GENERAL INFORMATION

Venue: ACI Training Venue

Duration: 2 days

Language: Cantonese supplemented with
English material

Methodology: Presentation and experience
sharing

Certificate: Certificate of Successful Comple-

tion will be issued to delegates who have
attended full course
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WHO SHOULD ATTEND?

This course aims at those IT Practitioners, Auditors
and Business Managers who are required to
establish and enhance existing information security
levels

COURSE CONTENT

Background of information security

Principles and concepts of Information Security
Management System

Introduction of ISO/IEC 27001 requirements,
Documentation requirements, Management
Responsibility Introduction of risk assessment and
managemen methodology, Internal« Information
security management system audit; Management
Review, Continual improvement of information
security management system

Interpretation of ISO/IEC27002 Codes of Practices
requirements, Securitypolicy, Organization and
information security, Asset” management, Human
resource security, Physical and environmental
security, _Communications and  operations
management , Access control, Information systems
acquisition,  development and  maintenance,
Information security incident management, Business
continuity management, Compliance

Introduction of ISO/IEC 27701 Security Techniques
re%uwements and guidelines, it is an_extension to
ISO 27001 & ISO 27002 for privacy information
management

Audit approachgand methodology , Audit planning,
Audit preparation, Opening mee mg?_J Auditing, Audi
reporting, Closing meeting, Follow up on
improvement action, Auditor attribute

Implementation of information security management
system

Key challenges

Certification process
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